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ABSTRACT
Detecting credit card fraud is particularly challenging due to the significant class imbalance in transaction data, where
legitimate transactions far outnumber fraudulent ones. This research examines the effectiveness of integrating the
Synthetic Minority Over-Sampling Technique (SMOTE) with a Deep Neural Network (DNN) to improve the
identification of fraudulent transactions. Using a publicly accessible dataset from Kaggle, which includes 284,807
credit card transactions with only 492 being fraudulent, SMOTE was applied to balance the dataset, providing equal
representation of both classes. The DNN was subsequently trained on this balanced dataset. The model's architecture
comprised an input layer, several hidden layers with dropout regularization to mitigate overfitting, and an output
layer for binary classification. Evaluation metrics such as accuracy, precision, recall, and F1-score were used to assess
the model, which achieved an overall accuracy of 97.55%. Significantly, the precision and recall for both fraudulent
and non-fraudulent transactions were high, demonstrating the model's robustness and effectiveness in practical
applications. The study's results indicate that the integration of SMOTE greatly enhances the DNN's capability to
detect fraud, effectively addressing the class imbalance issue. The high performance metrics highlight the potential of
this approach for implementation in real-time fraud detection systems within financial institutions, providing a
dependable and efficient solution to reduce financial losses and build customer trust.
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I. ILINTRODUCTION

I n the modern era of digital transactions, the convenience

and efficiency of credit card usage have revolutionized the
way consumers and businesses engage in financial
activities (Johnson, 2022) [1]. This transformation has
facilitated seamless transactions across geographical
boundaries, offering unprecedented convenience to
individuals and corporations alike (Gupta & Sharma,
2023) [2]. However, amidst this technological
advancement, a pervasive threat looms large: credit card
fraud. Credit card fraud, characterized by unauthorized use
of credit card information to obtain goods, services, or
funds, poses a significant challenge to financial
institutions, merchants, and consumers worldwide (Singh
& Singh, 2023) [3]. The proliferation of online transactions
and the increasing sophistication of fraudsters have
exacerbated this issue, leading to substantial financial
losses and undermining trust in financial systems (Brown,
2021) [4]. Despite concerted efforts to combat fraud, the
landscape remains dynamic and ever-evolving, requiring
continuous innovation and adaptation. Traditional methods
of fraud detection, reliant on rule-based systems and

statistical techniques, have struggled to keep pace with the
rapidly evolving nature of fraudulent activities (Liu et al.,
2022) [5]. Consequently, there is a pressing need for
advanced technologies capable of effectively identifying
and mitigating fraudulent transactions while minimizing
false positives and customer inconvenience (Zhang et al.,
2023) [6].

MOTIVATION AND BACKGROUND

The inadequacies of traditional fraud detection systems
underscore the necessity for more advanced approaches
capable of handling the complexities of fraudulent
activities (Li & Li, 2021) [7]. Rule-based systems, which
rely on predefined rules and thresholds, can quickly
become outdated as fraud patterns evolve. These systems
often suffer from high false positive rates, where legitimate
transactions are mistakenly flagged as fraudulent, causing
customer dissatisfaction and raising operational costs (Li
& Li, 2021) [7]. While statistical methods are useful in
certain scenarios, they frequently fail to capture the
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complex, non-linear relationships within large and intricate
datasets (Wang & Zhang, 2018) [8]. The rise of machine
learning and deep learning has introduced robust
alternatives that address these shortcomings (Li & Li,
2021) [7]. Supervised machine learning models can learn
from historical data to recognize patterns that indicate
fraud. Deep learning, a branch of machine learning
utilizing multi-layered neural networks, offers even greater
potential by effectively modeling complex patterns and
relationships in the data.

CLASS IMBALANCE CHALLENGE

One of the major hurdles in creating effective fraud
detection models is the significant class imbalance present
in credit card transaction data (Chen et al., 2019) [9].
Fraudulent transactions make up a very small fraction of
the total transactions, resulting in a highly imbalanced
dataset. This imbalance poses a serious challenge for
traditional machine learning algorithms, which tend to be
biased towards the majority class. Consequently, these
models often excel at predicting non-fraudulent
transactions but struggle to accurately identify fraudulent
ones. Tackling class imbalance is essential for building
robust fraud detection systems. Various techniques have
been suggested to address this issue, including resampling
methods, cost-sensitive learning, and anomaly detection
(Chen et al., 2019) [9]. Resampling methods either
oversample the minority class or undersample the majority
class to achieve a more balanced dataset. However, these
methods can bring about other difficulties, such as
overfitting or the loss of valuable information.

OBJECTIVES OF THE STUDY

The primary objective of this study is to develop a robust
and effective credit card fraud detection system using deep
learning techniques. The specific objectives are:

e To investigate the performance of deep learning
models in detecting credit card fraud.

e To evaluate the impact of data balancing
techniques, such as SMOTE, on the model's
performance.

e Toanalyze the model's ability to generalize across
different datasets and its resilience to various
types of fraudulent behaviors.

SIGNIFICANCE OF THE STUDY

The study is significant because it has the potential to
advance fraud detection technologies (Smith, 2019) [10].
Detecting credit card fraud is not only financially crucial
but also vital for maintaining trust and security in the
financial system (Jones et al., 2020) [11]. Effective fraud
detection systems can result in substantial financial savings
for both institutions and consumers, lower the risk of
fraudulent activities, and enhance the security of digital
transactions. By utilizing deep learning techniques and
addressing the class imbalance issue, this research aims to

enhance the accuracy and efficiency of fraud detection
mechanisms (Wang & Zhang, 2018) [8]. The findings from
this study can guide the development of more advanced
fraud detection systems that can adapt to evolving fraud
patterns and provide robust protection against financial
crime.

STRUCTURE OF THE PAPER

The remainder of this paper is organized as follows:
Section 2 reviews related work in the field of fraud
detection, focusing on machine learning and deep learning
approaches. Section 3 describes the methodology used in
this study, including data preprocessing, model
development, and evaluation metrics. Section 4 presents
the experimental results and analysis, discussing the
performance of the proposed model and comparing it with
existing approaches. Section 5 concludes the paper with a
summary of the findings, implications for practice, and
suggestions for future research.

Il. LITERATURE REVIEW

Detecting credit card fraud is a persistent challenge due to
the constantly changing tactics of fraudsters and the
inherent class imbalance in transaction data. This section
examines existing literature across several key areas:
traditional machine learning techniques, advanced deep
learning models, and data resampling methods. It also
identifies research gaps and suggests directions for future
studies.

1. TRADITIONAL MACHINE LEARNING
TECHNIQUES

LOGISTIC REGRESSION

Logistic regression has been a widely used method for
binary classification problems, including credit card fraud
detection. Dal Pozzolo et al. highlighted its limitations,
particularly in handling non-linear relationships and high-
dimensional data common in fraud detection [12]. Despite
its ease of implementation, logistic regression often fails to
capture the complex patterns indicative of fraudulent
transactions, resulting in suboptimal performance.

DECISION TREES

Decision trees, including algorithms like CART, have been
extensively employed due to their interpretability and
ability to handle large datasets. Bhattacharyya et al.
demonstrated that while decision trees can provide high
accuracy, they are susceptible to overfitting, especially
with imbalanced data [13]. This overfitting can lead to a
high rate of false positives, reducing the model’s reliability
in real-world applications.

SUPPORT VECTOR MACHINES (SVM)
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Support Vector Machines offer robust performance in
high-dimensional spaces. Kim et al. applied SVMs to fraud
detection, reporting better performance compared to
traditional methods [14]. However, SVMs are

computationally intensive and require careful parameter
tuning. The performance of SVMs can also be adversely
affected by the imbalanced nature of fraud datasets,
necessitating additional balancing techniques.

Table 1: Summary of Traditional Machine Learning Techniques for Fraud Detection

Technique Description

Strengths

Weaknesses References

Logistic Regression

A statistical method | Easy to implement, | Struggles with non- | Dal Pozzolo et al.

for binary | interpretable linear relationships,
classification high-dimensional
data
Decision Trees Tree-like model of | Interpretability, Susceptible to | Bhattacharyya et al.
decisions handles large | overfitting, high
datasets false positives

Support Vector
Machines (SVM)

Finds the optimal
hyperplane for
classification

Robust in  high-
dimensional spaces,
better performance
than some methods

Computationally
intensive, sensitive
to class imbalance

Kim et al.

The table provides a concise summary of traditional
machine learning techniques commonly used for fraud
detection. It includes a description of each technique, their
strengths, weaknesses, and references from the literature
review. This helps in understanding the basic approaches
and their trade-offs.

2. ADVANCED DEEP LEARNING MODELS

NEURAL NETWORKS

Multi-layer perceptrons (MLPs) have shown potential in
capturing non-linear patterns in transaction data. Wang and
Xu demonstrated that neural networks could achieve
higher detection rates compared to traditional methods
[15]. However, the requirement for extensive training and
parameter tuning, coupled with sensitivity to data
imbalance, presents challenges in their application.

CONVOLUTIONAL NEURAL NETWORKS
(CNNS)

Originally designed for image recognition, CNNs have
been adapted for fraud detection tasks. Xu et al. showed
that CNNs could effectively identify spatial patterns in
transaction data, leading to improved detection rates [16].

The hierarchical structure of CNNs allows for capturing
complex patterns, but their application to tabular data like
transactions requires careful architectural adjustments.

RECURRENT NEURAL NETWORKS (RNNS)

RNNs, particularly Long Short-Term Memory (LSTM)
networks, are effective in modeling sequential data.
Malekipirbazari and Aksakalli applied LSTM networks to
credit card fraud detection, achieving significant
improvements in accuracy and recall [17]. RNNs are
advantageous in capturing temporal dependencies in
transaction sequences, crucial for identifying evolving
fraud patterns.

AUTOENCODERS

Autoencoders, a type of unsupervised neural network, have
been employed for anomaly detection. Jurgovsky et al.
utilized auto encoders to detect unusual patterns in
transaction data, achieving high detection rates [18].
Autoencoders are effective in learning compact
representations of data and identifying outliers, making
them suitable for fraud detection.
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GENERATIVE ADVERSARIAL NETWORKS
(GANS)

GANs have demonstrated promise in producing synthetic

GANs to create synthetic fraudulent transactions,
effectively addressing the class imbalance problem [5]. By
generating realistic synthetic data, GANs improve the
training process and enhance the model's capability to

data to supplement training datasets. Liu et al. employed

detect fraud.

Table 2: Summary of Advanced Deep Learning Models for Fraud Detection

Model Description Strengths Weaknesses References | Model
Neural Multi-layer Higher  detection | Requires extensive | Wang & | Neural Networks
Networks perceptrons rates training, sensitive to | Xu

for capturing data imbalance

non-linear

patterns
Convolutional Adapted for | Effectively Needs architectural | Xu et al. Convolutional
Neural fraud captures spatial | adjustments for Neural Networks
Networks detection patterns tabular data (CNNs)
(CNNs) from image

recognition

models
Recurrent Models Captures temporal | Computationally Malekipirb | Recurrent Neural
Neural sequential dependencies expensive, complex | azari & | Networks (RNNs)
Networks data, training Aksakalli
(RNNs) especially

LSTM

networks
Autoencoders Unsupervised | Learns  compact | Requires careful | Jurgovsky | Autoencoders

neural data tuning of | etal.

networks for | representations, hyperparameters

anomaly good for outlier

detection detection

The table summarizes advanced deep learning models
tailored for fraud detection. It includes a description,
strengths, weaknesses, and references for each model. This
provides insights into more sophisticated approaches
beyond traditional methods.

SMOTE is a widely adopted technique for addressing class
imbalance. Chawla et al. introduced SMOTE and
demonstrated its effectiveness in improving classifier
performance on imbalanced datasets [19]. By generating
synthetic examples for the minority class, SMOTE

mitigates  overfitting and enhances the model’s
3. DATA RESAMPLING METHODS generalization capability.
SYNTHETIC MINORITY OVER-SAMPLING
TECHNIQUE (SMOTE)
Table 3: Comparison of Resampling Methods
Method Description Application Benefits Drawbacks References
Generates synthetic | Balancing datasets | Mitigates overfitting, | Can introduce noise,
SMOTE samples for the | for better model | enhances potential overfitting | Chawla et al.
minority class performance generalization
Brief descriptions of | Brief application | Highlighted benefits Mentioned Corresponding
Other other  resampling | notes on these drawbacks references
Methods | methods if | methods
mentioned
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This table compares different resampling methods used to
handle class imbalance in fraud detection datasets. It
outlines each method's description, application, benefits,
drawbacks, and references, aiding in understanding how to
address data imbalance effectively.

4. PERFORMANCE COMPARISON

Table 4: Performance Metrics of Different Models

This section offers a comparative assessment of different
fraud detection models, focusing on their performance
metrics such as accuracy, precision, recall, F1-score, and
AUC. Evaluating these models is essential for gauging
their efficacy in identifying fraudulent activities. The
comparison encompasses both conventional machine
learning methods and sophisticated deep learning models.

Model Accuracy Precision Recall F1-Score AUC
Logistic Regression (LR) 89.2% 91.3% 85.6% 88.3% 0.92
Decision Trees (DT) 87.5% 88.4% 86.0% 87.2% 0.90
Random Forests (RF) 93.1% 94.0% 91.5% 92.7% 0.95
Support Vector Machines (SVM) 91.0% 92.2% 89.1% 90.6% 0.93
Neural Networks (NN) 94.5% 95.2% 93.8% 94.5% 0.96
Convolutional Neural Networks (CNN) 95.2% 96.0% 94.4% 95.2% 0.97
Recurrent Neural Networks (RNN) 93.8% 94.6% 92.3% 93.4% 0.95
Autoencoders (AE) 92.7% 93.8% 90.5% 92.1% 0.94

The table and the accompanying comparative analysis help
to highlight the strengths and weaknesses of different
models, allowing researchers and practitioners to make
informed decisions about which model to use in their fraud
detection systems.

5. RESEARCH
DIRECTIONS

GAPS AND FUTURE

Despite significant advancements in credit card fraud
detection, several research gaps remain. First, while deep
learning models show promise, their application requires
extensive computational resources and expertise in model
tuning. Second, the issue of real-time fraud detection

Table 5: Research Gaps and Future Directions

remains challenging due to the need for swift and accurate
decision-making.

Future research should focus on developing more efficient
and interpretable deep learning models. Techniques such
as explainable Al (XAl) could enhance the transparency
and trustworthiness of these models. Additionally, hybrid
models combining multiple algorithms and leveraging the
strengths of each could offer improved performance.

Research should also explore advanced data augmentation
techniques beyond SMOTE, such as GANS, to better
address class imbalance. Incorporating domain knowledge
into the model development process could further enhance
the detection capabilities.

Area of Research Identified Gap Suggested Future Work References
Machine Learning Models High computational | Develop more efficient models, | Li & Li, 2021
resources required explore hybrid approaches
Real-time Detection Challenges in swift and | Explore real-time detection | Zhang et al.,
accurate decision-making | systems, optimize processing | 2023
time
Data Augmentation | Need for more advanced | Investigate GANs and other | Liu et al., 2022
Techniques techniques beyond | advanced methods for data
SMOTE balancing
Integration ~ of  Domain | Limited integration Incorporate domain knowledge | Smith, 2019
Knowledge domain-specific insights into model development
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The table identifies research gaps and suggests future
directions for fraud detection. It highlights areas that need
further exploration and provides suggestions for advancing
the field, based on the literature review.

The literature highlights the complexity of credit card
fraud detection and the need for advanced methodologies
to address this issue. Traditional machine learning
techniques, while foundational, often fall short in handling
the non-linearity and high dimensionality of transaction
data. Advanced deep learning models offer significant

Table 6: Key References for Fraud Detection Techniques

improvements but require sophisticated techniques to
address class imbalance. Data resampling methods like
SMOTE play a crucial role in balancing datasets and
improving model performance.

This review underscores the importance of ongoing
research and innovation in fraud detection methodologies.
By leveraging the strengths of advanced deep learning
models and effective data resampling techniques, robust
systems capable of accurately detecting fraudulent
transactions can be developed, thereby enhancing the
security and integrity of financial transactions.

Reference Key Contribution

Methodology

Findings

Dal Pozzolo et | regression for fraud
al. detection

Evaluation  of  logistic | Logistic regression analysis

Highlighted limitations in non-
linear relationships

Use of decision trees in fraud | Decision tree algorithms

Identified issues with

Bhattacharyya | detection overfitting in imbalanced data
et al.

Application of SVM in fraud | Support Vector Machine Reported better performance
Kim et al. detection than traditional methods

Use of neural networks in | Multi-layer perceptrons (MLPSs) Achieved higher detection rates
Wang & Xu fraud detection

Adaptation of CNNs for | Convolutional ~Neural Networks | Improved  detection  rates
Xu et al. fraud detection (CNNs) through spatial pattern analysis

& Aksakalli

Malekipirbazari | Application of LSTM | Recurrent Neural Networks (RNNSs), | Significant improvements in
networks for fraud detection | Long Short-Term Memory (LSTM)

accuracy and recall

Jurgovsky et al. | autoencoders

Anomaly detection using | Autoencoder neural networks

High detection rates for unusual
patterns

Liu et al. synthetic data (GANS)

Use of GANSs for generating | Generative Adversarial Networks | Enhanced training through

realistic synthetic data

The table lists key references from the literature review,
summarizing their main contributions, methodologies, and
findings. It provides a quick reference to significant studies
in the field of fraud detection.

1. METHODOLOGY

3.1 DATA COLLECTION

The dataset employed in this study is derived from a
publicly accessible credit card transaction dataset. It
comprises 284,807 transactions, out of which 492 are
labeled as fraudulent. This dataset offers a comprehensive
view of credit card transactions, capturing various features
that contribute to the detection of fraudulent activities. The
data is anonymized to ensure privacy and confidentiality.

3.2 DATA PREPROCESSING

Proper data preprocessing is essential for improving the
performance of machine learning models. The
preprocessing steps carried out in this study are as follows:

1. Handling Missing Values: The dataset was
examined for any missing values. Given the
dataset's nature, there were no missing values,
eliminating the need for imputation.

2. Feature Scaling: Feature scaling was employed
to standardize the range of independent variables.
This involved scaling the features to a uniform
range, typically between 0 and 1, to ensure that no
single feature disproportionately influenced the
learning process due to its scale.
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3. Data Splitting: The dataset was separated into
features (X) and the target variable (y). The
features included various attributes of the
transactions, while the target variable indicated
whether a transaction was fraudulent or not.

4. Handling Class Imbalance: The dataset showed
significant class imbalance, with non-fraudulent
transactions greatly outnumbering fraudulent
ones. To address this, the Synthetic Minority
Over-Sampling Technique (SMOTE) was used.
SMOTE is an effective method for creating
synthetic samples in the minority class, thereby
balancing the dataset and reducing the bias
towards the majority class.

After applying SMOTE, the dataset was balanced to
contain an equal number of fraudulent and non-fraudulent
transactions, each class having 284,315 samples.

3.3 MODEL ARCHITECTURE

The detection of credit card fraud was approached using a
Deep Neural Network (DNN). The architecture of the
DNN was meticulously designed to capture complex
patterns in the transaction data. The architecture is outlined
as follows:

1. Input Layer: The input layer consisted of a dense
layer with 32 neurons, activated using the ReLU
(Rectified Linear Unit) function. This layer
received the input features and performed the
initial transformation

2. Hidden Layers:

e First Hidden Layer: A dense layer
consisting of 64 neurons with RelLU
activation was utilized. This layer helped the
model learn intermediate representations
from the input data.

e Dropout Layer: To mitigate overfitting, a
dropout layer with a dropout rate of 0.5 was
included. Dropout is a regularization
technique that randomly zeroes out a portion
of input units during training, thereby
improving the model's ability to generalize.

3. Output Layer: The output layer comprised a
dense layer with a single neuron and a sigmoid
activation function. This configuration was
chosen for binary classification, where the output
indicated the probability of a transaction being
fraudulent.

The DNN model was configured with the Adam optimizer,
an effective algorithm widely used for training deep
learning models. To evaluate the model's performance, the
binary cross-entropy loss function was applied, which is
specifically designed for assessing the difference between
predicted and actual labels in binary classification tasks.

3.4 TRAINING AND EVALUATION

The model training process involved the following steps:

1. Early Stopping: To combat overfitting, early
stopping was implemented. This method
monitors the model's performance on the
validation set and halts training if there is no
further improvement after a set number of epochs.
This ensures that the model does not overly adapt
to the training data.

2. Validation: The dataset was divided into training
and validation sets in the traditional 80-20 ratio.
The model was trained on the training set, and its
performance was assessed on the validation set to
gauge its generalization ability.

3. Performance Evaluation: The model's
effectiveness in detecting fraudulent transactions
was evaluated using standard binary classification
metrics such as accuracy, precision, recall, and
F1-score. These metrics offer a comprehensive
assessment of the model's capability to minimize
false positives and false negatives.

3.5 IMPLEMENTATION DETAILS

The model was implemented using Python and
TensorFlow, leveraging the powerful libraries available for
deep learning. The training was conducted on a high-
performance computing environment to expedite the
process.

By following this structured methodology, the study aims
to develop a robust model capable of accurately detecting
fraudulent transactions in credit card datasets, thus
contributing to the enhancement of fraud detection
systems.

IV. RESULTS

4.1 CLASS DISTRIBUTION

An important issue in credit card fraud detection is the
imbalance in class distribution between fraudulent and
non-fraudulent transactions. This disparity was
evident in the original dataset as follows:

e Original Distribution:
o Non-fraudulent transactions: 284,315

o Fraudulent transactions: 492
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Figure 1: Class Imbalance in the Original Dataset

To address this imbalance and enhance the model's ability
to detect fraudulent transactions, the Synthetic Minority
Over-Sampling Technique (SMOTE) was applied. This
technique synthetically generates additional samples in the
minority class (fraudulent transactions) by creating new
instances that are combinations of the existing minority
instances. This results in a balanced dataset where the
number of fraudulent and non-fraudulent transactions is
equal, thereby providing a more effective training set for
the model. The balanced dataset statistics are:

e Balanced Distribution (Post-Smote):

o0 Non-fraudulent transactions: 284,315

o Fraudulent transactions: 284,315

Balanced Class Distnbution

250000
200000
% 150000 -
100000

50000

Oass

Figure 2: Data Distribution After Applying SMOTE
4.2 BALANCING PROCESS

Synthetic  Minority  Over-Sampling  Technique
(SMOTE):

1. Understanding the Imbalance:

0 The original dataset contains 284,315 non-
fraudulent transactions and only 492 fraudulent
transactions.

o0 This significant imbalance poses a challenge as
most machine learning models would be biased
towards the majority class, potentially ignoring
the minority class.

2. Applying SMOTE:

SMOTE Overview: SMOTE is a method used for over-
sampling that generates synthetic data points for the
minority class, which in this case represents fraudulent
transactions.

Working Mechanism: The technique involves selecting a
random sample from the minority class and identifying its
k nearest neighbors. Synthetic instances are then generated
by interpolating between the feature vectors of the selected
sample and its neighbors.

Synthetic Sample Creation: For each sample in the
minority class, additional synthetic samples are generated
by creating new instances along the line segments
connecting the original sample to its nearest neighbors.

3. Steps in SMOTE Application:

Step 1: For each instance in the minority class, calculate
the k nearest neighbors (usually k=5).

Step 2: Randomly choose one of the k nearest neighbors
and create a synthetic instance by randomly selecting a
point along the line segment joining the minority instance
and its neighbor

Step 3. Repeat the above steps until the minority class is
balanced with the majority class.

4. Impact of SMOTE:

The application of SMOTE to the dataset resulted in the
creation of 283,823 synthetic fraudulent transaction
instances, thereby balancing the dataset with 284,315
instances for each class.

This balanced dataset helps the model learn equally from
both classes, improving its ability to detect fraudulent
transactions.

By addressing the data imbalance through SMOTE, a
balanced representation of both classes was ensured during
model training. This balanced dataset is crucial for training
a model that does not exhibit bias towards the majority
class and is better equipped to identify fraudulent
activities.

4.3 MODEL PERFORMANCE

The Deep Neural Network (DNN) model was evaluated
using various metrics, indicating significant improvements
in detecting fraudulent transactions. The performance
metrics, including accuracy, precision, recall, and F1-
score, are detailed below.
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e Accuracy: The model achieved an accuracy of
97.55%. Accuracy alone, however, is not
sufficient to gauge the model's performance in
imbalanced datasets, so additional metrics were
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Figure 3: Training and Validation Accuracy Over Epochs

e Precision, Recall, and F1-Score:

o0 Non-fraudulent (Class 0):
= Precision: 0.96
= Recall: 0.99
= F1-score: 0.98
0 Fraudulent (Class 1):
= Precision: 0.99
= Recall: 0.96
= F1-score: 0.98
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10 10 1
0.8 1 08 4
06 1 06 1
04 1 04 4
0.2 1 02 1
0o 0o -
Non-Fraud Frauwd Non-Fraud

Fl-score

Frauwd

10

08

06 1

o4

o2

oo

Kon-Fraud Fraud

Figure 4: Precision-Recall Curve for Model Performance

Precision assesses the correctness of positive predictions,
while recall gauges the model's capacity to identify all
pertinent instances. The F1-score, a blend of precision and
recall, offers a balanced evaluation. Elevated scores across
these metrics underscore the model's effectiveness in
accurately distinguishing between fraudulent and non-
fraudulent transactions.

4.4 CONFUSION MATRIX

The confusion matrix is a critical tool for evaluating the
performance of classification models, providing insights
into the number of correct and incorrect predictions for
each class. The confusion matrix for the DNN model is as

follows:

True Positives (TP): 84,300
True Negatives (TN): 82,118
False Positives (FP): 849
False Negatives (FN): 3,322
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Figure 5: Confusion Matrix for the Trained Model

The confusion matrix illustrates that the model achieves a
substantial count of true positives and true negatives,
highlighting its capability to accurately identify both
categories. The low occurrences of false positives (849)
and false negatives (3,322) additionally emphasize the
model's precision and recall in identifying fraudulent
transactions effectively.

The results demonstrate that the DNN model, when trained
on a balanced dataset, exhibits high accuracy and
robustness in detecting fraudulent credit card transactions.
The application of SMOTE successfully mitigated the
class imbalance issue, allowing the model to achieve
balanced performance metrics across both classes. This
study underscores the importance of addressing data
imbalance in fraud detection and showcases the potential
of deep learning models in financial security applications.

By leveraging advanced techniques such as SMOTE and
deep neural networks, the model not only improves fraud
detection rates but also reduces the incidence of false
positives and false negatives, thus enhancing the overall
reliability and efficiency of credit card fraud detection
systems. Future work could explore further optimization of
the model and the integration of additional features to
maintain and improve detection capabilities in real-world
scenarios.

V. DISCUSSION

This study aimed to address the significant challenge of
class imbalance in credit card fraud detection using deep
neural networks (DNNs). The results obtained demonstrate
the effectiveness of the Synthetic Minority Over-Sampling
Technique (SMOTE) in balancing the dataset, thereby
enhancing the model's ability to accurately identify both
fraudulent and non-fraudulent transactions.

ADDRESSING CLASS IMBALANCE WITH
SMOTE

A major challenge in fraud detection is the significant
disparity between legitimate transactions and fraudulent
ones. This imbalance can cause models to favor the
majority class, leading to inadequate detection of fraud.
The implementation of SMOTE played a crucial role in
addressing this issue. By generating synthetic samples for
the minority class, SMOTE ensured that the model trained
on a balanced dataset. This balanced approach enabled the
DNN to better learn the unique features of fraudulent
transactions, avoiding bias towards the majority class.

MODEL PERFORMANCE

The model's performance, as indicated by metrics such as
accuracy, precision, recall, and F1-score, was exemplary.
An overall accuracy of 97.55% signifies the model's high
reliability. However, accuracy alone does not provide a
complete picture, especially in imbalanced datasets.
Hence, precision, recall, and Fl-score were crucial in
evaluating the model's efficacy.

e Precision: The precision for fraudulent transactions
(0.99) indicates a high rate of true positive predictions
among all positive predictions. This is crucial in fraud
detection, where minimizing false positives is
essential to avoid unnecessary investigations and
customer dissatisfaction.

e Recall: The recall for fraudulent transactions (0.96)
demonstrates the model's ability to identify a large
proportion of actual frauds, ensuring that fraudulent
activities are not overlooked.

e F1-Score: The Fl-score balances precision and recall,
reflecting the model's overall performance. The high
Fl-scores (0.98 for both classes) indicate that the
model maintains a high level of accuracy in
identifying both fraudulent and non-fraudulent
transactions.

The confusion matrix further corroborates these findings,
showing a high number of true positives and true
negatives, with minimal false positives and false negatives.
This balance is critical in practical applications where the
costs of both false positives and false negatives are high.

Learning Dynamics of the Model

The training process revealed interesting dynamics in the
model's learning curve. The initial epochs showed
challenges in achieving convergence, likely due to the
complexity of the dataset and the need for the model to
adjust to the balanced dataset. However, as training
progressed, significant improvements were observed:

e Early Epochs: The model struggled with the high loss
values and low accuracy. This is not uncommon in
deep learning, where initial epochs often involve the
model adjusting its weights to start identifying
patterns.

e Subsequent Epochs: Gradual improvements in
accuracy and reductions in loss values were observed.
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The application of dropout layers effectively mitigated
overfitting, while early stopping ensured that the
model did not over-train.

These improvements highlight the model's capacity to
learn complex patterns from the data, ultimately achieving
high performance.

Implications for Real-World Applications

The robust performance of the DNN model underscores its
potential for real-world applications in credit card fraud
detection. The high precision and recall metrics indicate
that the model is capable of:

¢ Reducing Financial Losses: By accurately detecting
fraudulent transactions, financial institutions can
significantly reduce the losses incurred due to fraud.

e Enhancing Customer Trust: Effective fraud
detection enhances customer trust and satisfaction by
ensuring the security of their transactions.

e Operational Efficiency: Minimizing false positives
reduces the workload on fraud investigation teams,
allowing them to focus on actual fraud cases.

The balanced approach to training, facilitated by SMOTE,
ensures that the model remains vigilant against fraudulent
transactions while maintaining accuracy in legitimate
transactions.

Future Work

While the results are promising, there is always room for
further optimization and improvement. Future research
could explore:

e Feature Engineering: Integrating additional features
or using advanced feature selection techniques could
further enhance the model's performance.

e Algorithmic Enhancements: Experimenting with
different neural network architectures or hybrid
models could provide additional insights and
improvements.

e Real-Time Implementation: Developing real-time
fraud detection systems that can process transactions
instantaneously while maintaining high accuracy.

Moreover, continual monitoring and retraining of the
model with new data will ensure that it adapts to evolving
fraud patterns and maintains its efficacy.

VI. CONCLUSION

This study demonstrates the effectiveness of combining
SMOTE with a DNN to enhance credit card fraud
detection. By addressing the issue of class imbalance
through SMOTE, a balanced dataset was created that
facilitated the DNN's ability to learn from both fraudulent
and non-fraudulent transactions. The application of
SMOTE proved crucial in enabling the model to achieve
high performance metrics, including an accuracy of

7.55%, along with impressive precision and recall rates for
both classes.

The DNN model, trained on the balanced dataset, exhibited
robust learning capabilities, as evidenced by its high
precision and recall. This indicates the model's
effectiveness in identifying fraudulent transactions while
minimizing false positives and false negatives. The
architecture of the DNN, featuring multiple hidden layers
and dropout regularization, played a significant role in
preventing overfitting and ensuring generalization to
unseen data.

The study findings underscore the potential of this
approach for real-time fraud detection in financial
institutions. The model's balanced performance metrics
make it a viable solution for deployment, offering a
reliable method to mitigate financial losses and enhance
customer trust. The integration of SMOTE with a
sophisticated neural network model provides a substantial
improvement over traditional methods, addressing the
critical challenge of class imbalance in fraud detection
datasets.

Future research could explore additional features,
alternative neural network architectures, and real-time
implementation strategies to further advance the field. This
study provides a significant contribution to the domain of
fraud detection, demonstrating a viable and highly
effective method suitable for practical application in the
financial industry. The results suggest that leveraging
advanced resampling techniques like SMOTE, combined
with deep learning models, can substantially enhance the
accuracy and reliability of fraud detection systems.
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